Application Note 8:

X Series Recorders

DCOM Settings and XP Firewall
Plus DCOM Settings for
Trendview Historian Server

DCOM Configuration

Introduction

This document is intended to provide a check-list of PC settings when running on Windows XP (Service
pack 2 / Service Pack 3) which may require changing in order to get DCOM communications working on a
client network. The DCOM section of this document can be applied to both Windows 2000 and Windows
XP, the firewall settings will apply to Windows XP (SP2/SP3) as other versions of windows are not currently
supported.

DCOM may be required for either connecting with a remote Trend Server database or Communications
Server or where OPC communications to an X-Series recorder are required.

DCOM is a Microsoft technology which allows software components or applications to exchange data via a
network, if nothing blocks this communication it just works! Unfortunately networks and network attached
devices often require security systems to block any unwanted or (potentially) malicious network traffic.
Current Windows operating systems have default security settings set to what is considered “safe” for the
majority of users, unfortunately this often blocks DCOM (and OPC) traffic.

To allow DCOM traffic a number of Windows security and Firewall (if used) settings need to be checked
and changed if necessary. The following changes should work for most applications, however if the client
network has additional security systems (firewall, router etc.) these may also require changing.

*xxx Please Note *****

It is not the responsibility of your supplier, or a fault with the equipment supplied if DCOM does not function
correctly on a particular PC or Network. This is likely caused by Network or PC policies or other installed
applications that are out of the control of your supplier. In the event of additional problems, please refer to
your Network Administrator

43-TV-07-33 Issue 5 GLO June 2011 Page 1



Check List

1. Check the DCOM settings on both client and server:
1.1. The client will generally work with the default settings, but the server will almost always require the
settings changed.

See DCOM Configuration for more details

2. If the Windows (or other) firewall is used:

2.1. Create a firewall exception rule to allow DCOM traffic (port 135) on both client and server.

2.2. Ensure that the “File and Printer Sharing” firewall exception is enabled on both client and server.

2.3. Create a firewall exception rule to allow the application “TrendServerPro.exe” to access the
network on both client and server.

2.4. Create a firewall exception rule to allow the service “Database Server” (DSapserv.exe) to access
the network on both client and server.

2.5. Create a firewall exception rule to allow the service “CommsSrv” (CommsSrv.exe) to access the
network on both client and server.

See Windows XP Firewall for more details.

3. Check to see if the client and server are in a domain. If they are not in a domain, then the following
applies:
3.1. Simple File Sharing (SFS) should be switched off.
3.2. The server machine must have the same user account configured as the client machine that is
currently trying to run the Trend Server software. The password for the user account must be the
same on both machines.

See SFS and user accounts

4. If using the TrendView Historian software see DCOM Settings for Trendview Historian Server

5. If after the above the actions the remote client still isn’t communicating:

5.1. Try restarting both client and server; a restart should not be necessary if only the firewall or simple
file sharing option have changed, but a restart is needed to ensure that any DCOM configuration
changes have been applied.

5.2. Temporarily switch off any firewall; if a firewall is in use, it must be restored after testing; switching
the firewall off will eliminate it is as a possible problem source.

5.3. Check network security settings and ensure DCOM traffic (port 135) is being allowed; this will
require some input from someone familiar with the network architecture being used.

6. If after all the above actions the remote client still isn’t communicating:

6.1. Attempt to establish a direct connection between the client and server, this can either be by using
a network cross-over cable and assigning a static IP address to both client and server, or by using
a DHCP equipped router to form a simple network.

6.2. If the client will communicate only with a direct connection (as above) the security settings used
on the client network need to be reviewed to ensure DCOM traffic is being allowed.

6.3. As a final check that DCOM traffic is not being blocked by the client network, a port scanner may
be used to check the state of and access to port 135; this is not recommended for anyone
unfamiliar with network technology. A basic (and safe) port scanner (PortQry) is available for
down-load from Microsoft's web site; a search on Microsoft.com for Portgry will locate the
instructions for down-load and use, down-loading from any third party web site is not
recommended.
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DCOM Configuration

These instructions and example dialogs have been produced from Windows XP (SP2/SP3), if you are
using another version of Windows or the dialog boxes differ from those shown please seek advice before

continuing.

The following DCOM settings need to be configured on PC'’s (including Server PC) running the same
version of TrendServer Pro. The user should be an Administator to do these configuration settings.

Step A.1) From the Start menu, select “Run...” and enter dcomcnfg in the run dialog box:

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

Open: | v|

[ ok H Cancel H Browse... ]

This will open the component services dialog box:

(=1

i#> Component Services

(B Fle  Action  View Window  Help =] =]
EIENE
Console Root
Marmne
@Cnmpunent Services
Event Wigwer (Local)
%Services {Local)
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Step A.2) Open the Component services tree to allow “My Computer” to be selected:

Component Senvices

@ File Action Wiew window Help
& = BME X 2

[:l Console Root My Computer 4 object(s)

E@ Component Services
=3 Computers ﬁ r\—l ﬁ D
; Wls (0 ket

Ty grputer COM+ DCOM Config  Distributed Rurining

% Event Viswer (Lacal) Applications Transacti,,,  Processes

[-#s Services (Local)

g

Step A.3) Right click on “My Computer” to show the context menu, and select “Properties”:

“1: Component Ser My Computer, Properties : : EJ@|E|
@ File  Action i

= X
| Default Protocols || MSDTC || COM Security | |_Iil_l

I | o= | | General | Options [ Default Prapertiss |
I:l Consale Rook
E@ Compaonent Se [= HOMETWEL-PEZBLA

ED Computers —)
My Carg

! Event Wigwer | Diezcriptian:
[+ Sy Services (Local

L QK. J [ Cancel Apply
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Step A.4) First thing to check is that DCOM has been enabled on the PC, this is done by selecting the

Default properties tab and checking that Enable distributed COM on this computer is checked.

My Computer Properties

MSDTC
Options

Default Pratazals COM Securty

General Default Properties

Iv Enable Distributed COM an this cormputer
™ Enable COM Internet Services on thiz compter
Default Distributed COM Communication Properties
The Authentication Level specifies zecurnity at the packet level,

Default duthentication Level:

Connect ﬂ

The imperzonation level specifies whether applizations can determing
who iz calling them, and whether the application can do operations
uzing the client's identity.

Default Impersonation Level:

Identify -

Security for reference tracking can be provided if authentication i used
and that the default imperzonation level iz not anormous.

[ Provide additional security for reference tracking

ak l [ Caticel

Step A.5) Select the “COM Security” tab:

@ Fle  Acdon Wi
& - &m

N Consals raat
= @ Corponent Sel
=[] Computers

+ @ My Corg

+ Event Yiewer (]
+ Services (Local

My Computer Properties

General Options
Drefault Protocols MSDTC

Default Properties
COM Securty

Access Permissions

“V'ou may edit who iz allowed default access to applications. You may
alzo set limits on applications that determine their own permizsions.

| Edi Default.. |

Edit Limits...

Launch and Activation Pemiszions

“ou may edit who is allowed by default to launch applications or
activate objects, You may alzo get limits on applications that
determine their own permissions.

Edit Limits... Edit Default...

[ ok H Cancel ]

=131x]

The next series of steps are aimed at ensuring that recognised users are permitted to remotely connect to
databases and commincations servers running on this machine.
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Step A.6) Select the “Edit Default...” button from the Access Permissions section of the dialog box of the
step above in order to see the following dialog box.

Access Permission

Default Security l

Group or user names:

€7 INTERACTIVE L
€7 SELF
€7 SYSTEM
ﬁ dzers [HWOZ-D RGBT zers] 3
< >
Add... | Remowve |
Permizzions for &dministrators Al Deny
Local Access [ ]
Remaote Access o

k. | Cancel

Ensure that the “Users” group for the machine appears in the list titled “Group or user names:” and also
make sure that both the “Local Access” and “Remote Access” options for “Allow” are ticked in the bottom-
half of the dialog box. If the “Users” entry is missing from the list of groups or users then see Step A.6.1
below for how to add it to the list, otherwise Select OK to commit any modifications that have been made to
the settings.

NOTICE — For XP SP3 Users

Importantly for XP SP3 the user should ensure that, Local as well as Remote Access permissions
for “Everyone” and “Interactive” in “Edit Limits” and “Edit Defaults” should be allowed in “Access
Permissions”.

Similarly Local and Remote Launch, Local and Remote Activation permissions for “Everyone” and
“Interactive” in “Edit Limits” and “Edit Defaults” should also be allowed in “Launch and Activation
Permissions”.
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Step A.6.1) To add the “Users” group, click the “Add...” button in order to be presented with the following
dialog box:

Select Users, Computers, or, Groups @

Select thiz object tupe:

|L|sers, Groups, or Built-in security principals | [ Object Types... ]

Erarn thiz location;

|glnbal.ds.hnneywell.cnn‘l H Locations... l

Enter the abject names to select [examples]:

LIZErE Check Mames

(]9 H Cancel ]

Enter “users” in the bottom field of the box and then ensure that the name of the computer appears in the
“From this location:” field then click OK to commit the addition of the users group.

If the dialog is not presented showing the computer name in the “From this location:” field then it will be
necessary to click on the “Locations...” button in order to be presented with the following dialog box:

Locations

Select the location vou want to zearch.

Location:

Hw/02-D7ROEOT
= Entire Directony

@ dz. honeywell. com
@ NaMmEeNca-vea, com

] l [ Cancel

Typically the computer will be the top entry in the list of locations. Make sure that it is selected then click
OK to return to the Access Permissions box.

“Users” will now appear in the “Group or User names” window of the default security tab in the Access
Permissions box.

Ensure Step A.6 is completed, click ok to return to the “My Computer Properties” box
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Step A.7) The final step is to ensure that the users group has appropriate launch and activation
permissions on this computer, which is done by clicking on the “Edit Default...” button from the “Launch
and Activation Permissions” section of the dialog box of the “Com Security” tab in the “My Computer
Properties” box to display the following dialog box.

Launch Permission

Default Security l

Group or user names:

ﬁ Adrinigtrators [Hw02-D7RGBOT)Administratorz]
€7 INTERACTIVE

€7 SELF

€7 SYSTEM

Add... | Bemove |

Pemizzions for zers Al Deny

Local Launch
Fiemate Launch

Local Activation

EEEN

Remate Activation

()4 | Cancel

Ensure that the “Users” group appears in the “Group or user names:” list in the top half of the dialog box,
referring to Step A.6.1 if necessary. Verify that in the “Permissions for Users” section that the Allow box is
ticked for all four options of “Local Launch”, “Remote Launch”, “Local Activation” and “Remote Activation”.
Click OK once this has done and the the DCOM configurations panel can now be closed.

Select “Apply” and then OK to close the “My Computer Properties” box

Step A.8) The system must be restarted in order for the new DCOM settings to take effect.
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Windows XP Firewall

With the advent of Windows XP (SP2/SP3) the Windows firewall is now enabled by default. To establish
DCOM communications between a client and server the Firewall needs to either be turned off (not
recommended) or Exception rules to allow DCOM traffic need to be created.

Step B.1) From the Start menu, select Settings and then Control Panel, the Windows Control Panel (similar
to this) will then be shown,

B Control Panel |:||§||g|
File Edit ‘iew Favorites Tools  Help ;..,.

kq; Back -\;} [} ):) Search IC Folders v

Address | Control Panel i:” ]
E-" Control Panel @ dﬁ % 1 @
Add Hardware Add ar Adminiskrative  Automatic  Date and Time Direcky
@ Switch to Category Yiew REmav. .. Toals Updates
. . e g
Y B & @
See Also . —
Display Folder Options Fonts Game Internet Kevyboard Mail
ﬂ Windows Update Controllers Cptions
@_J Help and Suppaort: &y ) ; y
D @ @ [ @ % %
Mouse Mekwork  MYIDIA nview  Phone and  Portable Media Power Options  Prinkers and
Connections  Deskkop M...  Modem ... Devices Faxes
Regional and  Scanners and  Scheduled Security Sounds and Speech Swstem
Language ... Cameras Tasks Center Audio Devices
A 82 & o
Taskbar and  User Accounts  Wwindows wWireless
Stark Menu Firewall Metwork Set, .,
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Step B.2) Select Windows Firewall and the following will be shown,

= Windows Firewall

Leneral |E:-:|:epti|:|ns Advanced

Foor wour security, zome settings are controlled by Group Policy

YWindows Firewall helpz protect vour computer by preventing unauthonzed uzers
from gaining access to your computer through the Intermet or a network,

@ {(*) On [recommended]

Thiz etting blocks all outzide sources fraom connecting to this
computer, with the exception of thoze selected on the Exceptions tab.

Select thiz when pou connect to public networks in less zecure
lacations, such az airparts. You will nat be natified when \Windows
Firewall blocks programsz. Selections on the Excephions tab will be
ignored.

@ () OFf [not recommended]

Axoid uging this setting. Tuming off *Windows Firewall may make thiz
computer more vulnerable o viruzes and intruders.

Windows Firewall iz uzing pour domain zettings.

What elze should | know about *indows Firewall?

I ak. ][ Cancel ]

If the Firewall is currently turned off (and the PC is otherwise protected) it can be left turned off and no
exception rules need to be created. Otherwise, exception rules must be created to permit general DCOM
connections, and then specifically to permit database, communications and trending applications.
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Step B.3) The first rule to add will be to permit the port connection for DCOM. Navigate to the “Exceptions”
settings but clicking on the “Exceptions” tab in order to see something similar to the following:

%= Windows Firewall

General | Exceptions | Advanced

windows Firewall iz blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows zome programs
to wark better but might increaze your zecurity risk.

Programz and Services:

Mame Group Policy ~
Standalone application Mo

] CEMGR Module Mo 3

CarmmsSry Mo

DCOM MNa

DS apserv.exe Mo

File Tranzfer Program i []

W | AMMaek (R CRA Mezeans Sucham M V%

| AddPogam.. | [ addPot. || Edt. [ Delete

Dizplay a notification when ‘windows Firewall blocks a program

whhat are the nisks of allowing erceptions?

[ OF. H Cancel ]

Now click on “Add Port...” button in order to be presented with the following dialog box:

Add a Port X

Uze these settings to open a port through Windows Firewall. To find the port
number and pratocal, consult the documentation for the program or zervice you
want to Lse,

Name: |DCOM !

Port number: |135 |

(=) ICF ) UDP

What are the rigks of opening & port?

o (oo ]

Enter “DCOM?” in the “Name:” field and “135” in the “Port number:” field. Ensure that the “TCP” radio button
is selected and then click on the OK button to add the rule and return to the Windows Firewall box.
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Step B.4) Ensure that the “File and Printer Sharing” is switched on, which is the highlighted option in the
screenshot below.

= Windows Firewall

General | Exceptions |.-’-'-.u:|vanu:ed
Windows Firewsall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions alloves some programs
ko ek, better buk might increase your security rigk.
Programs and Services:
M arne Group Policy e
File and Frinter Sharing Yes
File Transfer Proararm Ma
1
LAaMDesk(R] CBA Meszage System Mo
LAMDeszk[R] Management Agent Mo
LAMDeszk[R] Ping Dizcoverny Service Mo
LA Desk[R] F<E TCP Port Mo
[#] LAMDesk(R] F-<E UDP Part Mo
LAMDezk[R] Remate Contral Agent TC... Mo
W11 &MMNekP1 P amnte Canteal dasnt 1IN Mo t
| 4ddProgram.. | | AddPot. ||  Edi.
Dizplay a notification when “Windows Firewall blocks a program
What are the rigks of allowing exceptions?
]9 l [ Cancel

Page 12 43-TV-07-33 Issue 5 GLO June 2011



Step B.5) Add the Trend Server application to the list of programs. Start by clicking on the “Add Program...”

button in order to see the following dialog box:

3

Add a Program

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to zearch for one that iz not izted.

Programs:

.ﬁ] Spider Solitaire
B spyse

StarTeam Toolbar
@ Trend Server
"JiruaS can Congole

@Viruss cah On-dccess Scan

@Viruss can On-Demand Scan

i Wizual Studio 2005 Remote Debugger

i Wizual Studio 2005 Remote Debugger Configuration Ywizard
ﬂ Windows Messanger

B Windows Resaurce Localization Editar

>

=

Path: |E:'\F'ru:ugram FilezhTrend Analyziz Su:uftware'xTre‘ [ Browse. ]

H Cancel ]

=

If Trend Server is in the list of programs then select it and press the OK button to create the Exception
Rule. If Trend Server is not in the list then use the “Browse...” button to locate where the
TrendServerPro.exe file has been installed, highlight it and select Open to create the Exception Rule.

Settings for Trendview Historian

Add a Program

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not histed.
Programs:
. @' StarT eam Client Al
!El StarT eam Toolbar
€8 Stock Viewer
ﬁ Test robot
EL TextPad
Tracer
@ TrendServer Pro
i TrendviewHistorian exe
3 Tweak SAP GUI

ﬁj Uninstall

. g Uninstall ¥

Path: 'C:'\Prug(am Files\Trend Analysis Software\Tre .

Lo J|

Cancel |
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If Trendview Historian is in the list of
programs then select it and press the OK
button to create the Exception Rule.

If Trend Server is not in the list then use the
“Browse...” button to locate where the
TrendviewHistorian.exe file has been
installed, highlight it and select Open to
create the Exception Rule
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Step B.6) Where the PC is being used as either a communications server or a database server and the
main Trend Server application is not always used, these applications will also need to have firewall rules
created (Dsapserv.exe or CommSrv.exe). To create these rules use the browse button to navigate to
where these files have been installed. The Communications Server is installed in the same location as
Trend Server and the Database Server can be found one directory level higher-up. Where the firewall is
concerned, it is the top-level application which needs the rule. Other applications or software components
will inherit a firewall access from it's parent.

The name of the main application may vary depending on which version has been installed, if there is any
doubt the browse button can be used to locate where the application has been installed.

When the new program has been located click OK to return to the Windows Firewall box

Step B.7) There will now be two new rules, one called DCOM and another called Paperless Data Recorder
Application. If not, return to Step B.3 and repeat to add “DCOM" port or Step B.5 to add the “Paperless
Data Recorder Application” program

"= Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows some prograns
b wark, better buk might increase your security rizk.

Programs and Services:

I arne aroup Palicy i

[#] CEMGR Madule Ma
DO Mo
Microzoft Management Console M
Metwork Diagnostics for Windows =P Mo
1ata Recorder Application

vl

| 4ddProgram. | [ addPor. ||  Edt. || Deets

Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

Ok H Cancel ]

Also, if a database server and a communications server have been configured, their rules should appear in
the list too:
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"= Windows Firewall

Gereral | Ewceptions |.-’-‘-.u:|vann:ed

Windows Firewall iz blocking incoming nebwork, connections, except for the
programs and services selected below. Adding exceptions allows gome programs
ko work, better but might increase your security rizk.

Programs and Services:

M ame Group Palicy i

[¥] CEMGR Madule MNa

DCOR Mo
e

File Trangfer Program Mo

LAMDesk[R] CBA Meszage System Mo

Wl | &AMMNezk (R M anansment &osnt M E
| &ddProgam.. | | addPar. || Edi.

Dizplay a notification when *Windows Firewall blocks a program

What are the rigks of allowing exceptions?

k. ] [ Cancel

Click OK to finish the Windows Firewall setup
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SFS and user accounts

When trying to connect two computers that are not in the same domain the authentication for DCOM
connections is executed differently. Consequently other aspects of the computer configuration other than
the DCOM settings will affect the ability to connect to remote databases and communications servers.

Step C.1) The first step is to verify whether or not a machine is within a domain. This can be done by
holding down the right mouse button over “My Computer” to present the context menu, and to select the

“Properties” option from that menu.

“My Computer” is usually found either on the Desktop and/or in the Start menu:

T A e

CommsSry

DCOM

DS apzer exe

EFD

File and Printer Sharing

Boardman, Charles H

a Internet Explorer -) My Documents

3 Maotepad b My Recent Documents »

@ Windows Media Player -f} My Pictures
Microsoft Office Excel 2003 .

o
M StarTeam

Microsoft Office Outlook 2003
Open

=
& Microsoft Wisual Studio WET 2... g My Network Pl Browse with Paint Shop Prao

Eg;,. Agent Ransack, Explare
B? Contral Panel JDiskReport 1.2.4
B =0k Command Prompt o . coarch. .
- et Program Acce
Q Calculakor Defaults Manage

D efMbedded Wisual C++ 4.0

% administrative To B Scan for viruses. .,

Microsoft Gffice PowerPoink 2...
e) Canneck Ta
% S0L Server Configuration Ma. ..

Map Mebwork, Drive. .,
Disconnect Metwark Drive. .,

All Programs D

1818
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Aty .
|- Prink dF
8 Character Map Lgg) FIMEENS ANHRAEE | 2how on Deskhop
: Rename
Q Computer Managernent g) Help and Suppark
Search _l
=] Run
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The “System Properties” window will be displayed, that looks much like the following:

System Properties

System Restare Automatic |pdates Femate

Computer Mame Hardware Advanced

System:
Microzoft Windows $P
Professional
Wersion 2002
Service Pack 2

Registered to:
Pete

55274-0EM-0011303-00102

M anufactured and supparted by: Diell Computer Corporation

DelWORESTATION PWSESD

IntellR]
Heon(Th] CPU 2.80GHz
279 GHz, 1.00 GB of Rak
Suppaort Information

[ 0K H Cancel ]

Now select the “Computer Name” tab to see something similar to the following:

System Properties

System Restore Automatic Updates Remote
General Hardware Advanced

:“_J Windows uses the following information to identify your computer
- on the netwaorks.

Computer description: Ringwood Development Laptop

For example: "Kitchen Computer” or "Mary's

Computer”.
Full computer name: RINGDEVLAP1.
Workegroup: WORKGROUP
To use the Network Idertification Wizard to join a -
domain and create a local user account, click Network NetwoiclD

ID.

To rename this computer or join a domain, click Change.

[ QK H Cancel ]

The key information to look out for is the field below the “Full computer name:” field. If the computer is in a
domain, then the field will be called “Domain:” otherwise it will state “Workgroup:”. If the field is “Domain:”
indicating that the machine is currently within a domain, then the rest of this section is not applicable.
Click OK to close the box

The above screenshot is from a computer that is not in a domain. Note the field below “Full computer
name:” is indeed “Workgroup:”.
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Step C.2) Switching off Simple File Sharing (SFS) is simple to achieve and does not require a restart of the
machine in order to take effect. Go to any open Windows Explorer or open “My Computer” if an explorer is
not already open.

Go to the “Tools” menu and select the “Folder options...” menu item. This will present a dialog box as
follows:

Folder, Options @El

General | View | File Types || Offine Files

Tazks
(®)Ehow common tasks in folders
() Use Windows classic folders

Browse folders

5 (%) Open each folder in the same window

(2 Open each folder in itz own window

Click items ag follows
ﬁ (3 Single-click to open an item (point to select]
’h O Underling icon titles consistent with my browser
() Underline ican titles anly when | point at them
(0 Double-click to apen an item [single-click ta selact)

BRestore Defaults

[ Ok H Cancel ]

Select the “View” pane in order to be able to see some advanced settings. The “Folder Options” window
will change to look something like the following:

General | Yiew | File Types | Offine Files

Folder views
“Y'ou can apply the view [such as Details or Tiles) that

wou are uzing for this folder to all folders.

| Apply to All Folders | ’ Beset Al Folders

Advanced zettings:
[ Launch folder windows in a separate process S
|-y Managing pairs of Wweb pages and folders
(%) Show and manage the pair az a single file
() Show both parts and manage them individually
() Show both parts but manage as a single file
Remember each folder's view settings
Festare previous folder windows at logon
Shaow Control Panel in My Computer
Show encrypted or comprezzsed MTFS files in color
Show pop-up description for folder and desktop items

] Use simple file sharing [Fecommended)
v

Festore Defaults

’ Ok ][ Cancel ]

Scroll to the bottom of the “Advanced settings:” area of the window and make sure that the “Use simple file
sharing (Recommended)” option is not enabled. It has been disabled in the example screenshot above.
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Step C.3) For another machine to be able to remotely connect to a database server or communications
server on the current machine, it is necessary for the machines to share common user accounts. At this
point, establish which users are likely to log on to either the client or server machine and who will want to

be able to connect to remote databases or communication servers.

The first thing to do is verify that all of those users have an account on the client and server machines
being used. For this, open the Control Panel and one of two possible windows will be presented:

B Control Panel
File Edit \iew Favoribes Tools  Help

QE:&C?. -\) L‘E‘ () search IL Folders  |i2%)

Address G?%ZBH’G[‘JIEEI:BI-

-ﬂ"' Control Panel 2 ‘ Pic k a Categow

'@ Appearance and Themes

B Switch to Classic Yiew

See Also

& “windows Update R
(7)) Help and Support:

Other Conkral Panel
Opkions

-

- \ -f;’} Sounds, Speech, and Audio Devices

' Performance and Maintenance

¥ Control Panel
Eile

L\;}E:aa‘k. -\) L‘! (O search [L Folders -.-

Edit  Wiew Favorites  Tools  Help

E Add or Remove Programs

Printers and Other Hardware

Metwork and Internet Connections . A User Accounts

Date, Time, Language, and Regional
Options

Accessibility Options

Address | [ Cantral Panel

Mame =~

n

ﬂ"" Control Panel =

@ Switch to Categary Yiew

See Also

%Scanners and Cameras
[ﬂScheduled Tasks

@ Security Center

Be Software Explorers

% Sounds and Audio Devices
¢ Speech

@System

ﬂTaskbar and Start Menu

& Windows Update
()] Help and Support

ﬁlel‘ldD 5 FIrF"WFl"

W | Go
Zomments

Add, remave, and Emfmur&&camers and came...
‘jthadl.ﬂe computer tasks ko Fun automatically,

Wiew your current security status and aceess im...
msp[a*f all saftware that is running on your com...
Chan;e the sound scheme For - mur cm-cpuber) Do
Change SBtIIHQE fnrﬂ;éxt ”tau; ;

C]aange User a-:mu:at settings apdﬁasswtnzdsf
Carfinure the Windnwe Firewal

=% wirele| Change user account settings and passwords for people who share this computer,
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Whichever view of the Control Panel is displayed, open the “User Accounts” entry and a window similar to

the following should be displayed:

2 User Accounts

Learn About

@ User accounts

@ User account types

@ Switching users

f User Accounts

Pick a task...

or pick an account to change

dcomuser
Computer administrator
Password protected

SOMEUsEr
Computer administrator
Password protected

userofdcom
Computer administrator
Password protected

Eng
Computer administrator
Password protected

SQLDebugger
Limited account
Password protected

Guest
Guest account is off

Observe that the bottom part of the window lists the users of the machine, so it should be quite easy to
check whether the necessary users all have an account on the machine.
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Step C.4) If a user is not listed then it will be necessary to add a new account. So click on “Create a new
account” to be presented with the following:

-2 User Accounts |Z| |§| |z|

Name the new account

Type a name for the new account:

Cancel

Enter the user name for the account and click on “Next >" button to see the following:

-2 User Accounts |Z| |§| |z|

Learn About ;
E?] User account types PICk an account type

(#) Computer administrator  (7) Limited

With a computer administrator account, you can:
# Create, change, and delete accounts
# Make system-wide changes
# Install programs and access all files

< Back L Create Account i Cancel
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Make sure that “Computer administrator” is the chosen account type and then click on the “Create Account”
button. The “User Accounts” window will be displayed once more, this time with the new user added to the
list at the bottom of the window, as follows:

2 User Accounts
@ Back e m Home
Learn About .

f User Accounts

@ User accounts
@ User account types

[B) Switching users Pick a task...

Change an account

or pick an account to change
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dcomuser
Computer administrator
Password protected

someuser
Ce ter administrator
Password protected

userofdcom
Computer administrator
Password protected

Guest
Guest account is off

Eng
Computer administrator
Password protected

SQLDebugger
Limited account
Password protected

newuser
Computer administrator
Password protected
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Step C.5) Ensure that the password for the user account is the same on all machines. To change a
password, select the account from the “User Accounts” window to get an option window as follows:

-2 User Accounts |Z| |§|lz|

Related Tasks .
What do you want to change about newuser's
Change another account
Create a new account accoun t‘?
Change the name St
Computer administrator
Password protected

Change the password
Remove the password
Change the picture
Change the account type

Delete the account

Then simply select the “Change the password” option to get the following window:

-2 User Accounts |z| |§”X|

Learn About

]
i e Change newuser's password

L_?] Creating a good password Yfou are resetting the password for newuser. If you do this, newuser will lose all
hint EFS-encrypted files, personal certificates, and stored passwords for Web
IE Remembering a password sites or network resources.

To avoid losing data in the future, ask newuser to make a password reset floppy disk.

Type a new password:
Type the new password again to confirm:

If the password contains capital letters, they must be typed the same way every time.

The password hint will be visible to everyone who uses this computer,

ﬁ Change Password ] Cancel

Specify the new password, committing the change by selecting “Change Password”.

Step C.6) Restart the machine in order to be sure that all new and modified user account settings take
affect with respect to successfully achieving DCOM connections.
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DCOM Settings for Trendview Historian Server

Log in with Domain Administrative privileges (IT Dept).

Install Trendview-Historian Server.

After install, Restart the system

Again Log in with Domain Administrative privileges (IT Dept).

From the Start menu, select “Run...” and enter dcomcnfg in the run dialog box:

agrwNPE

Tvpe the name of a program, Folder, document, or
E Internet resource, and windows will open it for wou,

v|

Open: :I-:-:-rru:nf-:l

I Ok H Cancel ” Browese, .. l

6. This will open the component services dialog box:

L EX

i#> Component Services

@ File  Action  Wiew ‘Window Help =] B
ERE
| Consale Roak Console Rook

+ -t_'i'-‘,' Camponent Services Mame

+- &7 Event Viewer {Local) @Cgmpgnent Services
8y Services (Local

£ {Local) || Event viewer fLacal)
%SErvices {Local)

7. Open the Component services tree to allow “My Computer” to be selected:
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@ File  Action Wiew window Help

=

H

« - @@ < E @ %

g

(] Console Roat My Computer 4 object(s)

E| Camponent Services

%[:l Camuters . D G D D

-2 e

* " COM+ ChZi
_ Ewvent Viewer (Local) Applications
[+ Services (Local)

M Config  Distributed
Transacki. .,

8. Right click on “My Computer” to show the context menu, and select “Properties”:

'+ Component Ser My Computer Properties

File  Action Vi
@ ile Action i | Default Protocols | FIRTE

|| COM Security

IQI' = || Gereral | Options |

Default Froperties

- [O]x]

D Console Roat
EI@ Component Se HOME"™WEL-PEZBL4
- )

= Computers

My Con

+ Services (Local

i (5] Event Yiewer ( Description:
..

[ ok

] [ Cancel

Apply
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9. First thing to check is that DCOM has been enabled on the PC, this is done by selecting the
Default Properties tab and checking that Enable distributed COM on this computer is checked.

My Computer Properties

Default Pratocals MSOTC COM Security
General Optiohs Default Properties

[v Ernable Distributed COM on this cormputer
[ Enable COM Internet Services on this computer
Default Digtributed COM Communication Properties
The authentication Level specifies secuity at the packet level,

Default Authentication Level:

Connect j

The impersanation level specifies whether applications can determiing
who iz calling them, and whether the application can do operations
uzing the client's identity,

Drefault Impergonation Lewvel:

Identify |

Security for reference tracking can be provided iF authentication is used
and that the default imperzonation lewvel iz nob anonymous,

I~ Provide additional security for reference tracking

2

[ (1]8 ] [ Cancel

10. Select the “COM Security” tab:

My Computer Properties

File  Action i

@ B General Options Default Properties
& B Default Protocals MSDTC COM Secuiy
{23 conscle Ract Access Permissions
=@ Component Se ‘You may edit who is allowed default access to applications, You may
=[] Computers also zet imits on applications that determine their own permissions.
+ @ My Corg

# (L] Event Viewer { Edit Limits... | EditDefauk.. |
+ Services (Local

Launch and &ctivation Permissions

determine their own permissions.

ou may edit who is allowed by default to launch applications or
activate objects. vou may alzo et limits on applications that

Edit Limits... Edit Default...

=151 ]

[ ]S H Cahcel ]

11. Select the “Edit Limits...” button from the Access Permissions section of the dialog box of the step
above in order to see the following dialog box.
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Access Permission

Security Limits ]

Group or user names:

AMOMYROUS LOGOMN

m Eweryone
€3 INTERACTIVE
Fr 51521 443325252 55656351 1502915571112

€7 SELF
Add... | Bemove |
Permizzions for AMONYMOUS
LOGOM Allaw Deny
Local Access Ll
Fiemate Access L}

ak, | Cancel j

Make sure ANONYMOUS LOGON and Everyone group have Local Access and Remote Access
Permissions. If not, select “Allow” for both. If ANONYMOUS LOGON not present then add it.

12. Select the “Edit Default...” button from the COM Security tab section of the dialog box of the step
above in order to see the following dialog box.

Access Permission

Default Securty ]

QIDUD or Usel names:;
ﬁ Everyone
€7 INTERACTIVE
% 51.5.21-443326292- 5569663811 502915671-1112

€71 SELF
€7 SYSTEM
Add.. ‘ Remove ]
Permizsions for Evervone Bllow Deny
Local Access |
Remote Access |

ok, | Cancel

Make sure Everyone group have Local Access and Remote Access Permissions. If not, select
“Allow” for both.
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13. Select the “Edit Limits...” button from the Launch and Activation Permissions section of the dialog

box of the step above in order to see the following dialog box.

LLaunch Permission

Security Limits ]

Group or user names:

m Adminigtrators (HAIL-DCODA44E 7R Administrators)

ﬁ Everyone

Add... |

Bemowve J

Permizgzions for Everyone Al Deny

Local Launch
Remate Launch
Local Activation

KR EE
i e |

Remate dctivation

o]

Cancel I

Make sure all the users/groups shown in the dialog box above have Local Launch, Remote
Launch, Local Activation, and Remote Activation Permissions. If not, select “Allow” for all. (In the
above dialog box, Administrators will be the local Administrator (of that machine)).

14. Select the “Edit Default...” button from the Launch and Activation Permissions section of the dialog

box of the step above in order to see the following dialog box.

Launch Permission

Default Security ]

Group or user names:

m Administrators [HalL-DCODA44E TR Administrators]

€7 INTERACTIVE

7 SvSTEM
Add.. J Bemaove I
Permizsions far Everyone Allow Deny
Local Launch F
Fiemaote Launch |
Local dctivation |
Femate Activation F

Ok, | Cancel
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Make sure all the users/groups shown in the dialog box above have Local Launch, Remote

Launch, Local Activation, and Remote Activation Permissions. If not, select “Allow” for all.

15.

16.

17.

List of DCOMComponent will shown in adjust pane.

Select Apply. Select OK. It will Close “My Computer Properties” Dialog.

Click on My Computers under Component Services to expand it. Select DCOMConfig.

18. Select the Hci-Trendview-Historian, right click the selection and then click Properties.

Component Services

(B File

Action

View

Window

Help

<#-->|-|_|>< Bl

43-TV-07-33

-] Computers
El@ My Compuker

-] COM+ Applications
L__| a DCOM Config

FlT T T T T T T e T T e T o T e e o T e e e T e T e e T T e T T[]

3 AccStore Class
& AcroPDF

# adobe Acrobat 7
e Advosol FWz HD
&y sdvosal HDA San
@ APE Clisnt

# APE Expediter
&y APE Instance Mal
#% APE Job Managet
@ APE Looger

# APE Manager
#y AFE Pool Manage
# APE Server Mana
@ APE Worker

& APE Worker Prov
@ sPIDedarationlo
#y Application Cente
#y application Cente
# ASFAgent

i audioModule

@ audioPlayer

# Background Intell
# EDAYModule

# Blocked Drivers
i cemgr

& CePubsub

# CePubsub

& CePubsub
M ~Fwrall W anwark

@

Bl pcom bcomcoofie

2 9 3 & 3 @

COM+ Event
Syskem

3

Defrag NTFS
engine

%

dfuicamm

%

@

FirstProgCom

®

Hei.
CPRCHDATE...

©

HurrModem. ..
ModemServer

@

Installshield
InstallDriver

L JE S S
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ComEwvents.
CamService. ..

Framework. ..

Installshield
InstallDriver

ComEwvents.
ComSyskem, ..

%

DWwlpdate. ..

%

GoogleUpd. ..
onDemand...

Installshield
InstallDriver

S

TR-—aFr I

Lo S

Carrmand line  Copyhow CUIExternal Cus
Trigger Co... Class
DWwlpdate. .. Emulator  EmulatorCo...

wirtual Tran. .. AP
GoogleUpd. .. qusye HC H
onDemand... ExE
HOoATestili,..  Health key Hosking

and Certific... enwironmen... F

@
©

115 Admin
Service

IIS WAMREG
admin Sefvice

@
@

Installshield  Ime
InstallDri,..  Upe

Installshield
InstallCri.

Installshield
InstallDriver

S

P
&

e eeFm W= IT TR
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Hci.Trend¥iew-Historian - Honeywell Trendvie

General | Lu:u:atiu:unl Securityl Endpnintsl Identityl

— General properties of this DCOM application

Application Type: Local Server

Application Mame:  Hei. Trendview-Hizstorian - Honegwell Trendsyiew

Application |0: {6321 8C0F-2735-435e-441 6-F FFBBCIDE 258}

Authentication Level: [REEN hd
Lacal Path: C:\Program FileshTrendid anager SuitehTrendwvie
Ok I Cancel Apply

19. In the server property page select the Security tab

Hci. Trend¥iew-Historian - Honeywell Trendvie

21 x|

| Hri. Trendvieve-Histarian - Honeywell Trend:-

Generall Location SECU”L‘,‘ | Endpuu T | T T

r—Launch and Activation Permizsions

™ Use Default

Edit... |

—Access Permizssions

" Use Default

¥ Customize

Edit... |

— Configuration Permizsions

" Use Default

" Customize

Edit.. |

QK I Carcel |

Apply

Edit the Launch/Activation Permissions
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Make sure that both the Local Allow and Remote Allow checkboxes are both checked for Everyone
and ANONYMOUS LOGON group.

Security |

Group or uzer names:

ﬁ: Adminiztrators [IEEFD TCSJ52B 5 Adminiztratars]

AMONYMOUS LOGOMN

!ﬁ Ewerone
€5 INTERACTIVE
€7 SvSTEM

Add... | Bemove |

Permizzionz for ANONYRMOUS
LOGOM Al Deny

Local Launch
Remaote Launch
Local &ctivation

EEEE
oooa

Remate Activation

ak I Cancel

20. Edit the Access Permissions.

Hei. TrendYiew-Historian - Honeywell Trendyie ﬂﬂl

. . Hi. Trendview-Historian - Honewwell Trend:
General I Lacation SBCU[It_',' I Endp!.m TS [ TI=TIE | £

— Launch and Activation Permizszions

" Use Default

Edi... |

—Access Permissions

" Use Default

' Customize Edit...

i

— Configuration Permizsions

" Use Default

' Customize Edit... |

] I Cancel I Lpply |

43-TV-07-33 Issue 5 GLO June 2011 Page 31



Make sure that both the Local Access and Remote Access checkboxes are both checked for

Everyone and ANONYMOUS LOGON group.

Secuity |

Group or user names:

aus LOGOM
!ﬁ Everpone
€7 INTERACTIVE
€7 SELF
€7 SvYSTEM
Add.. | Remove |
Permizzions for 4M0OMNYMOLS
LOGOM Al Deny
Local Access O
Remate Access O
ak. I Cancel |

21. Click OK to close Access Permission Dialog

22. Now In the server property page select the Identity tab and select The Interactive user tab.

Hci.TrendView-Historian - Honeywell Trendvie

Generall Locationl Securit_l,ll Endpointe  |dentity |

Which uzer account do you want to uze to run thiz application’?

™ The launching user.

" This user.

Izer I Browse,., |

Bazzword: I

[Catfirm passwand: I

{7 The spstem account (services anly).

2]

Ok I Cancel | Appli

23. Click Ok and Close DCOMCNFG application.

24. Firewall should be off or exception rule should be created for Trendview Historian Server

25. Restart machine.
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Please refer to Windows XP Firewall for adding exception to firewall.
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